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Revision Record

Version Number Update Content Date

v1.0 Initial Version. January 2021

v2.0 Modified the email Settings in section 4.2.5A. Sep 2021
Modify the description of product functions and

v2.1 . Apr 2022
features in Chapters 1.2 and 1.3.
Modified the login description in section 3.1

v2.2 Jul 2022

Managing the Login Page.
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1. Product Introduction

1.1. Overview

KPM220 is a built-in network SNMP card independently. It supports SNMPv1/v2 and v3
protocols, features e-mail alarm, historical events and historical data storage. Picture is shown as
below:

Connect UPS

Status Indicators

Network
Indicators

Connect Network

1.2. Functions

Support multiple operating systems (Windows. Mac, Linux)

UPS can be monitored remotely through the network;

Can realize web-based user interface;

Support e-mail alarm;

Multi-user permission management;

Support DHCP;

Support remote self-testing, shutdown and restart UPS functions (UPS support required);
Support scheduled tasks (timed self-test, power on/off);

Historical events and historical data storage functions;

YV V VY VY V VY VY

Remote UPS monitoring and management can be performed through HTTP, SNMP,
Modbus TCP/IP;

> Complete equipment event handling (including event recording and notification);
1.3. Features

»  Networking methods: IP-based LAN, WAN, Internet, wireless Ethernet, etc.;
»  User permission management, safe, confidential and reliable;



»  Support Web page configuration;

A\

Support scheduled task function, allow setting scheduled UPS on/off, scheduled battery
discharge, etc.
»  Support storage of 50, 000 historical data and 5, 0000 historical event records;

A\

Built-in ultra-long-life system clock, support automatic timing to achieve time
synchronization;

»  Support SNMP V1/V2/V3, HTTP, Modbus TCP/IP and other network protocols;
Support IPV6;

A\

1.4. Network Interface

10/100M RJ45 Ethernet interface, used to connect to the switch.

Status Indicators

Network Interface

1.5. Definition of Indicator Lights

Power indicator yellow (Power), always on;
Status indicator red (Status), off when normal, always on when failure;
Run indicator green (Run), flashing when the program is running normally.

2. KPM220 Installation

2.1. KPM220 Installation & Connection

KPM220 Installation & Connection




Step 1: Insert the
SNMP card into UPS
intelligent slot;

Step 2: Connect the SNMP
card to computer with
network cable.

2.2. SNMP-Tool Installation & Usage

. Download installation files from
https://www.hikvision.com/en/support/download/software/ups-software/, execute

“SNMP_Tool_20xxxxxx_V1.x.x.exe" to start the install the software, users can find the icon of

IVHLITUSUIL VIHILE 1UUIS
PremiumSoft
RedisDesktopManager
SNMP Management
SNMP Protector

SNMP Tool
&3 SNMP Tool
9 Uninstall \
u Website
Start-up
ﬁ" 5 MiB Browser Vidwate
= Windows Accessories
- J Notepad > Windows Administrative Tools
W Windows Ease of Access
Photos > X
Windows System v
=
< Back
§=  All Programs
|Search programs and files o i

software in “Start menu--All Programs--SNMP_Tool” after installation.
B. Device IP address searching

If the CURRENT IP address of the SNMP card cannot be determined because the IP address
is changed or the IP mode of the shipped device is DHCP, you can search the IP address of SNMP
card by installed “SNMP-Tool”, the specific methods are as follows: (DClick“Device Search”, @)
Choose current network port, click”Refresh”to query the SNMP card IP in the LAN.


https://www.hikvision.com/en/support/download/software/ups-software/

& SNMP Tool = a X
Tool Window Help

Device IP: | Connect | Clear history

Programming

Settings Host Product Interface l P | Netmask | MAC
Fixed Parameters £{10.2.20.16!
Display Log eth0 ‘ 10.2.20.165 255.255.255.0  18:25:03:00:00:47
Serial Port Test TIOZ2OTTTS
Device Search #-10.2.20.7 SNMP
#-10.2.20.188 182501000425
#-10.2.20.26 666 @
#-10.2.20.166

@ #:10.2.20.78  SNMP Mini

@

N\

| Interface: |Wvare Hetwork Adspter Winet! v|  Refresh

Disconnect with device

C. Software version upgrade
(1) Connect the device, input the IP of the device that needs upgrade, click “Connect”

After the connection is successful, there will be a green font in the lower left corner of the tool
interface that displays “Connected to device”.

% SNMP Tool = m] X

Tool Window Help /

Device IP: [10.2.20.165 [

Disconnect | Clear historyl

Programming

Settings Host Product Interface ] Netmask MAC

Fixed Parameters B

Display Log eth0 10.2.20.165 255.255.255.0  18:25:03:00:00:47
Serial Port Test #-10.2.20.113

Device Search #-10.2.20.7 SNMP

#-10.2.20.188 182501000425
#-10.2.20.26 666
#-10.2.20.166

#-10.2.20.78  SNMP Mini

/ Interface: [‘leax’e Network Adapter VMnetl :j Refresh

(2) Upgrade the firmware, select the new version file (file type is firmware -20xxxxx-v1.x.x.bin),
and click “Programming”, it will prompt “Programming finish”.



Device IP: |10.2.20. 165 Disconnect

Clear history

Programming
Settings

Fixed Parameters
| | Display Log

i Serial Port Test
Device Search

@
/

: IFirmware V]

©vl.2.6 built on 14:16:32 Sep 24 2020

Programming type

Current version

@ 9 ..

=

Programming file : ID:/Users/Desl(to;l’firmware—Q0200924—vl.2.G.Binl

Choose | Progxammingl Batch Yrogxammingl

| Programming progress: ‘

Device IP: [10.2.20.165 Connect

Clear history

Programming
Settings

Fixed Parameters
Display Log
Serial Port Test
Device Search

3 IFirmware v}

: v1.2.6 built on 14:16:32 Sep 24 2020

Programming type

Current version

&3 Information

Programming file : |D: AUsers/Dej

! Programming progress: |

]Bisconnect with device

Backup
Read

Check whether the firmware upgrade is successful, as shown in the figure below: Programming

--Programming type--select “Firmware”-- Read -- check the current program version.



& SNMP Tool - (] X
Tool Window Help

Device IP: [10.2.20.165 Discormect | Clear history

Programming

Settings

Fixed Parameters

Display Log

Serial Port Test

Device Search @
Programming type : |Firmware v /® \ Backup
Current version : v1.2.6 built on 14:16:32 Sep 24 2020 Read
Programming file 2 |1]:/Users/llesktop/firmware-20200924—vl.2.6.“:\ Choose | Prog'amming' Batch Programmingl
Frogramning progress: |INNNNANNNNNNNANNRNNNRRNARNNNNZEEE2EC0CTANNNNNNRNNNRNNNRNNRRNNRANERRN

nnected to device

(3) Upgrade the application, Programming type select “APP”(2) select the new version file (file
type is snmp-20xxxxxx-v1.x.x.x.bin), @ click “Programming”, wait about 30 seconds, it will

prompt “Programming finish”. And then log in the background of SNMP card to check the
software version.

%3 SNMP Tool - ] X
Tool Window Help

Device IP: |10.2.20. 165 Disconnect | Clear history

Programming
Settings
Fixed Parameters

Display Log
Serial Port Test @
Device Search /

Progranming type: i [APE ~ @ Backup
Current version : v1.0.2.5 built on 09:37:15 Feb 25 2021 / Read

Programing file  : [D:/Users/Desktopf snapwini20210125-1.0.2.4 bin | Choose | Programming| Batch Programnine|

Programming progress:




Programming
Settings

Fixed Parameters
Display Log
Serial Port Test
Device Search

|Disconnect with device

Device IP: |10.2.20.165 Connect Clear history

Programming type . |APP ) Backup

Current version : v1.0.2.5 built on 09:37:15 Feb 25 2021 Read
[ &
Programming file : |D:/Users/De; w ¥ 4
— | |
Programming progress: 0 Programming finish! BB EEEE BEAEGH

Sure

X }l-“l\ Choose | Programmingl Batch Programmingl

Check whether the application upgrade is successful, as shown in the figure below: Programming

- Programming type select “APP”- Read - check the current software version.

& SNMP Tool
Tool | Window Help

Programming
Settings

Fixed Parameters
Display Log
Serial Port Test
Device Search

Device IP: [10.2.20.165 Disconnect | Clear history

Frogramming type . |APP A / @\ Backup

Current version  : v1.0.2.4 built on 11:20:22 Jan 25 2021 Read
Programming file  : |D:/Users/Desktop/snnpmini—20210125—1.0.2.4. bin Choose ] Programmingl Batch Pxognm...ing|

Programming progress:
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3. Web Login

3.1. Logging in Management Page

Connect the PC and SNMP card to the router, and use SNMP_Tool to search for the IP
address of the device (see 2.2 B.Device IP address searching). Device IP address search, and

Then enter the IP address in the browser to log in(The default user name and password are admin)
to the SNMP monitoring system.

Note: Before login, modify the PC IP address and ensure that the PC IP address and SNMP
card IP address are in the same network segment.

The method to modify the computer IP is as follows:

Open “Network & Internet”, (DSelect “Ethernet”, @Click “Change adapter options”, double
click the Ethernet connected, 3)Click “Properties’, @Double click “Internet protocol version
4(TCP/IPv4)", (®Select “Use the following IP address:”, fill in the IP address information of the
same network segment as the SNMP card(for example: The device IP address is
192.168.137.100,Then set the COMPUTER IP address to 192.168.137.101, subnet mask is
255.255.255.0, default gateway is 192.168.137.1,If you are not sure about the gateway, you do
not need to set the gateway.) ®)Click “OK’".

Ethernet @

LUK 2
T a [ g P — x

Network & Internet Genersl Networkig S General
g Kstar.GRP

Correct usrg
Internet (@ Restek PCle GOE Fanly Contoler

B swatus

K WiF
Related settings

| 2 ethemet

@ Diakup

= VPN

st Fropertes.
2= Fight mode By 10.658.962
W i rtemet 1l BRI
ST A

0 Mobile hotspot ‘@ Groperies Gouadie Dagrase w0 AT PR

(B Data usage

S proxy @

oK Carcel

11



3.2. Changing IP Address

Parameter settings - Network -- IPV4, set to automatically obtain IP (select On for DHCP) or
static IP address (select Off for DHCP), set the static IP address of SNMP card, and fill in the
corresponding subnet mask and gateway; when domain name resolution is used, you need to set
the DNS server; click “Submit” to confirm after completing the settings, as shown in the figure

below:

Param Settings & Home G Exit

[ Real-time Info Network

B3 History Record IPvs

DHcP Close

About Network Link

IP Address 192.168.137.100
Netmask 255.255.255.0

Gateway 192.168.137.1

DNS Server

Primary DNS Server 8888

Secondary DNS Server 14.114.114.114

Bl

4. Web Monitoring Management

4.1. Real-time Information

A. UPS Basic Information
This item allows viewing basic UPS information, including UPS information, battery
information and rated information, as shown in the following figure:
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Real-time Info

UPS Basic Info

©  Param Settings

3 History Record
UPS Vender

© About UPS Model

Hardware Version

Quantity 1
Battery Voltage 000V
Battery Capacity 0%

Lsst Replace Date 01/01/00

)

Battery Rated Voltage ov

Rated Rectifying
Information

Rated Input Frequency OHz

Rated Bypass Information

Rated Bypass Frequency Oz
Rated Output Info
Rated Output Frequency Oz

Rated Power KA

B. SNMP System Information
This item allows viewing system information (software version), network information (IP
information), as shown in the figure below:

Real-time Info # Home

SNMP System Info

©  Param Settings
v Software Version ¥1.0.11 built on 16:00:55 Dec 22020

3 History Record

o R orotion Serial Number SNMPTEST1024

© About
System Name. SNMP Agent
System Contact Administrator
System Location Office
System Time 2020-12-11 112000
Runing Time Bdayis) 191239

Last Self-test Date -

Next Self-test Date. -
UPS Load Alarm Value 0%
UPS Temp Alarm Value 0C

UPS Batt. Voltage Low
Value 0,00V

Real-time Info # Home

SNMP System Info

© Param Settings
System Information Link Information

3 History Record

MAC Address: 00:25:18:1000:18 |  Link Status: 100M Full Duplex

@ About
Network Server

£-Mail Server NTP Server: poolntp.org

1P

1P Address : 192168.137.100

Netmask: 2552552550 | Gateway: 1921681371 Primary DNS Server: 8888

Secondary DNS Server: 114114114114

1Pv6

1P Address : Linklocal Address - £e80:0000:0000:0000:0225:18¢£e10:0018/64 |  IPv6To4 Address Gateway: feB0:/64

Primary DNS Server Secondary DNS Server
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C. UPS Operation Information

The content of UPS operation information is different according to the selected
communication protocol. Taking MegaTec1:1 protocol as an example, UPS operation information
includes input information, output information, and battery information, as shown in the
following figure:

Input information:

Real-time Info # Home

UPS Running Info

©  Param Settings —————
= In ¥ »

B3 History Record Output on Input Voltage

Battery Information Max Input Voltage
© About

Min Input Voltage

Input Frequency

Output information:

Real-time Info # Home

UPS Running Info

©  Param Settings
i Output Voltsge ooV

€3 History Record i Output Status Main Power Supply

Battery Information UPS Load

© About

Battery information:

Real-time Info & Home

UPS Running Info

©  Param Settings

Temperaturs
Input Information emperature
ity Bacoed Output nfor Batiery Status
L i Battery Voltage 000V
@ About Battery Information
Battery Capacity 0%

Last Self-test Time -

Next Seff-test Time -

D. UPS Control

The UPS control content is different according to the selected communication protocol. Take
the MegaTecl:1 protocol as an example, it includes manual UPS self-check, manual power on/off
and buzzer on/off control, as shown in the figure below;

Real-time Info # Home

UPS Control

©  Param Settings
UPS Self-test

B3 History Record
O concal
© About O
O roe0
O custom Minute(s)

v [ ] it

UPS Buzzer Control

Buzzer ON/OFF Ea
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E. Data Chart

This item can be used to query the single day operating data change curve of the equipment
by selecting a specific date. The data types include temperature (°C), output voltage, and load (%).
You can select or cancel the type to be displayed by clicking the mouse. The curve recording
interval is 90 minutes.

Real-time Info # Home

O Pacam Settings

@ Mastory Record

©® About

\,

AN

4.2. Parameter Settings

4.2.1. Parameter Settings
A. UPS Parameter Settings

Here you need to (DSelect the UPS protocol according to the actual situation on site, @Fill
in the battery information, device ID 3Data store cycle, @Customize communication
parameters (no need to be set by default), after parameter setting, (&Click "Submit" and it’s
Effective, as shown in the figure below:

Param Settings # Home

B. Self-check Settings
This function depends on whether the UPS host has a self-check function. The UPS

self-check cycle can be weekly/monthly, and the self-check time can be customized, 10 seconds
or until the battery voltage is low. Click [Submit] after completing the setting, as shown in the

figure below:

15



Param Settings # Home

Real-time Info UPSPara Set

UPS Param Self-test Cycle

0
UPS Alsrm Value Self-test Start Time Motithly
About
St ekTime
UPS Custom Test Time (Unit: 1min) PP

Param Settings # Home

Real-time Info UPSPara Set

UPS Param Self-test Cycle

History Record Self-test Day

UPS Alarm Value Self.test Start Time a2

Self-test Last Time Seif-checking 10 Seconds L
iy o Hﬁmm 10 Seconds
IS Cistoin Tack FariadL it drocn) | Self-checking to Low Voltage
?Cuswm“me_l
E3

© About

C. UPS Alarm Value Setting

This item allows customizing the UPS communication loss time (for example, if 30 seconds is
set, the UPS is offline when the communication is lost for 30 seconds), load alarm value,
temperature alarm value, battery voltage low alarm value, UPS input/output voltage alarm Value,
UPS alarm activation times (for example, if the setting value is 3, it will output alarm information
when the program returns 3 consecutive polls); after completing the settings, click [Submit] to
confirm.

Note: Except UPS communication loss time and UPS alarm activation times, when other custom

alarm values are set to 0, means this type of alarm is not enabled.

Param Settings # Home

D Real-time Info UPSPara Set

JPS C wnication L ime (Unit: 1s)
UBS P UPS Communication Lost Time (Uit 15)

3 History Record Seifitest UPS Load Alarm Value (Unit 1%)

® UPS Temperature Alzr

About
UPS Battery Voitage Low Alarm Value (Unit: 001V [g00
UPS Inpust Vltage High Alarm (Unit: 0.1V)

UPS Input Violtage Low Alarm (Uit 0.1V)

UPS Output Voltage High Alarm (Uit 0.1V)

UPS Output Voltage Low Alarm (Unit: 0.1V)

I

Battery Cap:

Battery Remain Time Alarm (Urit: Tmin)

UPS alarm activate times

m\

4.2.2. UPS Time Switch
A. UPS Shutdown Action

This function allows selecting the time period of shutdown, shutdown conditions, and
execution time of shutdown. After setting, click [Set] to confirm:

16



Param Settings & Home G Exit

[ Real-time Info UPS Time Switch’

3 History Record Weekly Time Switch

When between i[uooo | ~ [2359 |i it [ A1UPs Events | willin

o Z o UPS
About Specific Time Switch - fose UPS T All UPS Events

oL UPS Mains Power Interruption

UPS Low Potential

UPS High Temperature
Netfeeler Il

All Netfeeler Events

High Temperature

Low Temperature

High Humidity

Low Humidity

Water Alarm

Smoke Alarm

Gas Alarm

Security1 Alarm

Security2 Alarm

Security3 Alarm

Security4 Alarm

Security5 Alarm -

B. Weekly Time Switch

This setting takes one week as a cycle. You can set the specific time of one day or several
days in the cycle to perform the power on/off action, and you can set the minutes of sending an
alarm before shutdown. After completing the setting, click [Submit] to confirm, as shown below:

Param Settings # Home G Exit

(3 Real-time Info UPS Time Switch

UPS Shutdown Action I Power On(hh:mm) Power Off(hh:mm) I

About Specific Time Switch Monday (I (I
wot ety E— E—

3 History Record

C. Specific Time Switch

This item allows setting the specific date and time to perform the power on/off action, and
can set the minutes of sending an alarm before shutdown. After completing the setting, click
[Submit] to confirm, as shown below:

Param Settings & Home G Exit

(3 Real-time Info UPS Time Switch

UPS Shutdown Action l Date(YYYY-MM-DD) Power On(hh:mm) Power Off(hh:mm) J

3 History Record Weekly Time Switch PP (o053 ] £ ]
= o |

WoL

l ]
( )
) ( )
l )
l )
l )

Send Alarm hrinutete before power o

B e—
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D. WOL
This item allows setting wake-up of specific host (the computer mainboard should support
wake-up setting function), set to wake up when the power is restored or wake up when the
power reaches the set percentage. After completing the settings, click [Submit] to confirm, as
shown below:
Param Settings # Home © Exit

@ Real-time Info UPS Time Switch

UPS Shutdown Action

3 History Record Weekly Time Switch

P Mac Operation
@ About Spechic T Sults [Hssﬂ [10220206 | (esesasesssas | I 105t |
Hostz | | [ | =
Hosts | | \ | et
Hosta | J [ l =
Hosts ( ] l | et
Hosts ( J [ | et
Host7 ( J ( J et
Hosta | J [ J =
Wake Up Condition
Wake up when power restore?
Wake UP according to capacity?
Wake Up Capacity (Unit: 1%)

\

4.2.3. Network Settings
This item allows setting the static IP address of the SNMP card, filling in the corresponding
subnet mask and gateway, and setting the DNS server when using the domain name resolution

function; click [Submit] to confirm after completing the settings, as shown below:

Param Settings # Home G Exit

(3 Real-time Info

3 History Record [

= b
About etwork Link
Netmask 255.255.255.0
Gateway 192.168.137.1
DNS Server
Primary DNS Server 8888
Secondary DNS Server 114.114.114.114

4.2.4. SNMP Settings
A. System Settings

This item allows changing the system information (system name, system administrator,
system location), and setting the SNMP port. The default Agent port is 161 (the data transmission
port for uploading real-time data when the platform issues polling instructions), and the Trap

18



port is 162 (data transmission port for real-time upload of alarm information). After completing

the settings, click [Submit] to confirm, as shown in the figure below:

Param Settings # Home G Exit

[ Real-time Info

System Information

System Name SNMP Agent

3 History Record

SNMP Port
Trap Port 162
MIB Library Type PPC "

) e—

B. NMS Settings
If no IP address is set, the card has no access restrictions. Any IP can obtain the SNMP card
operating data by visiting the SNMP card; if the IP, community string and version are set, only the

IP added in the settings can visit the device;

Param Settings & Home G Exit

) Real-time Info

System | P Version Community Username l

I V1 &v2C v] lpubhc

J J
About L [ ] [ v ] J
[ ] [ v ] J
[ ] [ v ] J
[ ] [~ v ] J
[ T v ] J
[ ] [~ v ] J
[ J ( ] J

EF_

C. Trap Settings

This item allows setting the monitoring server IP and version (SNMPv1 Trap, SNMPv2 Trap,
SNMPv2 Inform, SNMPv3 Trap, SNMPv3 Inform), and filling in the community string (can be
understood as the transmission password of the SNMP protocol, the SNMP card and the
connected monitoring platform should have consistent setting). After the above settings are
completed, the alarm information of the SNMP card can be uploaded to the designated
monitoring platform in real time, and the number of retries and retry interval can be set. After

completing the settings, click [Submit] to confirm, as shown below:

19



Param Settings # Home © Exit

[J Real-time Info

System Version Community Username

3 History Record NMS

oo L 7 [

((snmP2 Trap

= v)

[rone <)

[ <)

(o= )

]
]
]
] [rone 7]
]
J
]
J

[
[
[
[ene ) [
[
[
[

(rone 7

Retry Interval (Unit: 15) 5
-~

4.2.5. E-Mail Settings
A. Server Settings

This item needs to set the e-mail server address (Only SMTP mail servers are supported,
POP3 and IMAP are not supported), server port number (For example, the default port number
of the non-encrypted mailbox is 25, and the default port number of the SSL/TLS encrypted
mailbox is 465 or 587), sender address (same as the sending e-mail account), sending e-mail
account and sending e-mail password. In addition, you can check whether the e-mail is
encrypted and whether to send a test email. After completing the settings, click [Submit] to
confirm, as shown below:

Param Settings # Home

[J Real-time Info

£3 History Record Alarm User Server Port _

e Data User Encrypt
Sender Address
Need to Auth? Yes bd
Account sending e-mail account
Password sending e-mail password
Send test mail? No v] whether to send a test email

oo B N

Param Settings # Home

(remsmena )
[EC—

s <)
(memmene )

Alarm User

@ Avout Data User

B. Alarm User Settings
This item needs to fill in the e-mail account that will receive the alarm email and select “Yes”
for Enable to activate the e-mail alarm function. After completing the settings, click [Submit] to
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confirm, as shown below:

C. Data User Settings

This item is to regularly receive the operating history data of the previous day (00:00 to
23:59) of the device. Enable this function by selecting “Yes”, selecting the sending time, and filling
in the e-mail account that receives the data. After completing the settings, click [Submit] to
confirm, as shown below:

Param Settings # Home

4.2.6. System Users
A. User Settings

This item allows adding users, filling in user name and password, and setting user
permissions (read & write). After completing the settings, click [Submit] to confirm, as shown
below:

Param Settings # Home G Exit

[J Real-time Info System User

Privilege

3 History Record in Read & Wite v

About I [ws ] - Read & Wite v]l
L ] & Read v
— —
C_— 7 L 4
— —
— —
7 @ Resd v
m\

B. SSL Settings
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This setting enables HTTPS access mode, and SSL public key and SSL certificate need to be
uploaded.

Param Settings # Home G Exit

[J Real-time Info System User

SSL Public Key

3 History Record

Upload SSL Public Key

About

SSL Certificate

prompt: The maximum size of the uploaded file is 40M!

4.2.7. System Time
This item allows setting the system time and selecting the system restart method:

(D Network time server settings: Fill in the time synchronization period, time server address,
time zone, and click [Submit] to confirm;

(2 Manual setting: Click [Current PC Time], and then click [Submit] to manually synchronize the
current computer time;

(3 Automatic restart: Fill in the automatic restart period in minutes;

@ System restart: Click [Reboot] for 30 seconds to restart the device.

Param Settings # Home

4.2.8. Language

This item allows setting the system language (Simplified Chinese/English) and the message
language (Simplified Chinese/English). After completing the settings, click [Submit] to confirm, as
shown below:
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Param Settings # Home G Exit

@ Real-time Info Language

System Language
€3 History Record

Language
About

Email/Message Alert Language

Language

\

4.3. History

Historical record capacity: 60, 000 data logs (if the historical data recording interval is 1
minute, the historical data can be saved for 40 days), 5, 000 event logs and setting logs, and 10,
000 environmental logs.

4.3.1. Datalog
By filtering the time period, you can query the equipment running data log.

History Record # Home

(I Real-time Info Data Log

©  Param Settings.

Time:| [2020-12-11 ] ~ [mmren )| B3

Date/Time InVel (V) AbrorlV (V) OutVel (V) Load (%) Infreq (Hz) BattVel (V) DevTemp (C)
© About 20201211 14:4436 000 000 000 000 000 000 000
2020-12-11 144336 000 000 000 000 000 000 000
2020-12-11 144236 000 000 000 000 000 000 000
2020-12-11 1441:36 000 000 000 000 000 000 000
2020-12-111440:36 000 000 000 000 000 000 000
2020-12-11 1439:36 000 000 000 000 000 000 000
2020-12-11 143836 000 000 000 000 000 000 000
2020-12-1114:37:36 000 000 000 000 000 000 000
2020-12-1114:36:36 000 000 000 000 000 000 000
2020-12-11 143536 000 000 000 000 000 000 000
2020-12-11 143436 000 000 000 000 000 000 000
2020-12-11 143336 000 000 000 000 000 000 000
2020-12-11 143236 000 000 000 000 000 000 000
2020-12-11 1431:36 000 000 000 000 000 000 000
2020-12-11 143036 000 000 000 000 000 000 000

4.3.2. Eventlog
By filtering the time period, you can query the equipment event log.
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History Record # Home

[l
=]
il

4.3.3. Set Log
By filtering the time period, you can query the equipment setting log.

History Record # Home

Set value Set Valuez

4.3.4. Export Log

By filtering the time period, select the log type to be exported, and click [Export] to
download the log file in Excel format. After the download is successful, click [Close] to complete
the log export.

History Record # Home

[E=am I

ime
Data Log
© About Event Log
Set Log

Env Data Log
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History Record # Home

©  Pursm Sattings

[N

Curent Export Status Export Completely

4.4. About

4.4.1. Web Page Upgrade

[System Information] allows viewing the current software version. When there is a version
update, @ Click [Select]; @ Select the upgrade file named snmp-mini-2020xxxx-v1.0.x.bin; @
Click [Upgrade].It will prompt “File Upload Complete!”.

About # Home

System Information

5752 Mar 1 2021] mmm— current software version

@ @ o
Software Upgrade / /
,,,,,,,,,,, TN

Export Settings.

import Settings

- I-W-

Factory Reset

Factory Resat

4.4.2. Export/Import Settings

Export settings file: Export a file containing all the configuration information of the current
equipment (suffix format .config);

Import settings file: Import a file containing equipment configuration information (suffix
format .config);
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4.4.3. Reset
About -- Factory Reset, @ click [Restore], @ when a confirmation box pops up, click

[Confirm] to restart the equipment and restore the factory settings.

Serial Number : 220167977AC0569300032

Web Version V101 20200129

Export Settings

Export ile |

5. Shutdown Protection
Software--SNMP_Protector

SNMP_Protector is a shutdown protection software used with UPS and SNMP card.After

installing SNMP_Protector on Windows, it will shotdown the computer when “Main circuit
abnormal, battery low. upsabnormal shotdown “occurs.

5.1. SNMP_Protector Installation

(D) Download the installation file from
https://www.hikvision.com/en/support/download/software/ups-software/, execute

“SNMP_Protector_V1.xxxx.exe" toinstall the SNMP_Protector;
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(2) Afterinstallation, users can find “SNMP_Protector” in Windows “Start”, click”“protector”
to start.

Microsoft Office

Microsoft Office Tools
PremiumSoft
RedisDesktopManager

SNMP Management

SNMP Protector

3 protector

€3 Uninstall

| ] Website

SNMP Tool

Start-up

VMware

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows System v

< Back

5.2. SNMP_Protector Usage

The software interface is mainly divided into three parts: @Menu setting bar, @Device list,

@Alarm information list; as shown below:

[ SNMP Protector - O X

Settings Language Help

/7 @

1022026 @ Time Object Event
1 2021-02-26 17:32:10 10.2.20.7 Communication connected
102207 @ 2 2021-02-26 17:32:10 10.2.20.26 Communication connected

®
@

2021-02-26 17:32:18

A. Language Setting

The default language is English, users can, (DClick [Language], @Select the interface
language type as English or Chinese.
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& SNMP Protector @ = m] X
Settings Language ;elp
/ [& English @)
X
1022026 ® Object Erent
[ 10.2.20.7 Communication connected
102207 @ |2 2021-02-26 17:32:10 10.2.20.26 Communication connected

2021-02-26 17:34:38

B. Host Addition

(Dclick Setting icon, @Click [Add], 3)Select SNMP v1/v2(default), @Fill in the host(SNMP
card)IP address, @Click [Sure] to complete the device addition.
Note: Since the software provides shutdown protection by receiving Trap messages from SNMP
cards, continue to run SNMP_Protector on the computer that needs shutdown protection. In
addition, set the IP address of the computer to be shut down on the SNMP card page. The path is
as follows: Parameter setting -- SNMP-trap, enter the IP address of the computer to be shut down,
and set the version to SNMPv2 Trap. The community character is the same as the public
character set on SNMP_Protector, and the default is public.

] D Settings X ] ] @
General General
/ "= | / = HivERaaation
i
Hostaddress ~ SNMP port  SNMP version ! Hostaddress  SNMP port  SNMP version ‘
F— |
1 10.2.20.26 161 SNMP vifv2 Event ven
A 1022026 @ @ Add X | Event
2 102207 161 SNMP VA2 lication connected @ lication connected
feation connected | R ication connected
i @ SHE v1/v2
@ Omtis s
\ ] TS
Hodif R |
Warning messag ges. L
[ Popup warning message SHIE port: 161 | Conmuni ty: [public
Run spplication before shutdown conputer > i re
Waximam o Eine 69 Tte(s)
Sure Cancel 1 Sure Camcel | |
2021-02-26 17:36:29 2021-02-26 17:37:24

C. LogQueryand Export

(Dclick Logicon, @Select the query time, click [Read], @ Display the query results, @
Click [Save as] to Excel file.
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AP Protector

Set

Language

Help

G Event log

X

|

10.2.20.2ff @

10220 @

10.2.

@ IStart date: (20210226 ©| End date: [2021-0226 v|| Read \I

Date

Host address

Event

1 2021-02-26 17:39:28
2 2021-02-26 17:32:10
3 2021-02-26 17:32:10
4 2021-02-26 11:57:57
5 2021-02-26 11:57:57
6 2021-02-26 11:57:41

7 2021-02-26 11:57:41

10.2.20.165
10.2.20.26
10.2.20.7
10.2.20.7
10.2.20.26
10.2.20.26

10.2.20.7

®

Communication connected
Communication connected
Communication connected
Communication connected
Communication connected
Communication connected

Communication connected

Clear | [

Save as... ‘ I

0K

2021-02-26 17:39:56

@ SNMP Protector

Language

Help

A

10.2.20.26 ©

102207 @

10.2.20.165 @

[ Event log X
. Start date: End date: (20210226 || Read |
Date Host address Event
1 2021-02-26 17:39:28  10.2.20.165 Communication connected
2 2021-02-26 17:32:10 10.2.20.26 Communication connected
3 2021-02-26 17:32:10 10.2.20.7 Communication connected
4 2021-02-26 11:57:57 10.2.20.7 Communication connected
5 2021-02-26 11:57:57 10.2.20.26 Communication connected
6 2021-02-26 11:57:41 10.2.20.26 Communication connected
7 2021-02-26 11:57:41 10.2.20.7 Communication connected
@
[save ss.. || clewr || ox |

D. Version Information

2021-02-26 17:42:34

Click [Help]--[About], software version will be shown in the pop-up window.

29




@ SNMP Protector B 5 & 3

Settings Language Help

/ - 9 About \ /

1022026 @ L i j Obisct £t 1022026 © dime ey E
112021-02-2617:3210, 102207 Communication connected 1 2021-02-26 173210 102207 c Gcatiorsconnected

102207 @ 2 2021-02-2617:3210 1022026 Communication connected 102207 @ & About X fication connected

10220165 @ 3 2021-02-2617:39:28  10.220.165 Communication connected 10220165 @ ication connected

SNEP Protector v0.0.1
Built on Feb 5 2021 10:36:52

The progran is used for power off
protection by SHIE.

2021-02-26 17:43:57 2021-02-26 17:45:24

6. Centralized Monitoring Software--SNMP
Management

SNMP Management is a software for batch unified management of SNMP devices. After
adding SNMP devices, the software can record the running data and configuration of the UPS,
and can perform remote control such as shutdown and self-checking of the UPS.

6.1. SNMP Management

(1) Download installation file from
https://www.hikvision.com/en/support/download/software/ups-software/, execute

“SNMP_Management_20xxxxxx_V1.xxxxx.exe";
(2) Afterinstallation, users can find”SNMP_Management” in Windows “Start”, click
“SNMP Management” to start.

Fremium>ott
RedisDesktopManager
SNMP Management
@ SNMP Management
(9 Uninstall

| | Website

SNMP Protector

SNMP Tool

Start-up

VMware

Windows Accessories
Windows Administrative Tools
Windows Ease of Access

Windows System v

< Back
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6.2. SNMP Management Usage

The software interface is mainly divided into three parts: (DMenu bar, (2Management
station 3@Main data interface, as shown in the figure:

(B SNMP Management = O X

System Language Tool Window Help @

Management station

Search station ]

Net Agent

@

v
< >

2021-02-26 17:47:29

A. Language Setting
The default language of the software is English, and the user can choose from the menu bar,
"Language”, to select the language type displayed on the interface.

B sSNMP Management - O X
System Language Tool Window Help
e
m (R >
Search sETFTOR
S

Net Agent \

v
< >

2021-02-26 17:48:28

B. System Setting
System settings are used to set the communication parameters of the software and SNMP
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devices:

® SNMP Version: SNMP protocol version, this software supports SNMP v1 and SNMP v2c;

i :
I Manadment station
i

Polling cycle: Cycle of software polling device data;
Polling timeout: Timeout of polling single device;

Store data cycle: Cycle of storing device data;
Polling retry: Number of retries after polling failed.

[sear station

|

|

i ¥
NeXXg ent
H

(B system Settings X

SHMP Version D |v2e ¥

Polling eyele - -
Polling tineout : -
Sture data el .
T

v
>

C. Station Addition

2021-02-26 17:49:30

When using, firstly need to add the corresponding station in the Net Agent category:
right-click the Net Agent item on the left side of the interface, select "Add", after completing the

station name, click the "Sure"

to complete the addition of the main station;

" SNMP Management

Managenent station
h ztation

T Net Agent
Add

Delete
Rename
Attribute

Refresh

System Llanguage Tool Window Help

X

v
>

2021-02-26 17:53:08
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Management station

Search statien

Net Agent

(B Add station X

Station name: |test H Sure *

v

< >

2021-02-26 17:54:25

D. Device Addition

After completing the addition of the master station, you need to add the device under the
corresponding station, click the name of the added station, right-click on the device data
interface on the right, and then select "Add", the software will pop up the device addition
interface, fill in. Then, click "Sure", the device will be added to the corresponding station, and the

software can monitor the device in real time.
. ®

@ SNMP Management - o x

System Langusge Tool Window Help

Mansgeent station

v Net Agent
¥ Net Agent test
test test

[10.2.20. 165 |
[public

Refresh

< > < >

2021-02-26 17:56:28 2021-02-26 17:58:12

E. Device Panel

Click“Window--Device panel” to open the data panel, select the device to view the related
data;
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B snwve Management - m} X

System Language Tool Window Help

; Device panel
Management station % R
Display mode 4
Search station
¥ Management station
v Net Agent
9 ¥  Tool bar
test
test hello
v
< >

Current Device:
Chart Real time data  Data log  Set log  Dev info

B
250 T T

— HA
200 | — Hidd |

160 —

HBE (V)

100 —

50 - =

0
05:00:00 05:00:01 05:00:02 05:00:03 05:00:04
RiE]

2021-02-26 18:01:29
(1) Chart: Display the dynamic curve diagram of the input and output voltage of the device,
and can visually observe the changes of input and output voltage in real time.

: Management station
|
|

Search statien
Vv Net Agent
test

test hello

< >

Current Device: 10.2.20.165
Chart Real time data Data log Set log Dev info

| Yoltage
|
| 250 T T T T
| Input |]
| 200 Output |1
S sk ]
>
L
i
&
2 1ol ]
50 ;
L L | L
18:04:00 18:04:15 18:04:30 18:04.45
Time

2021-02-26 18:04:53

@  Real time data: Display specific data of battery. input and output information of the
device.
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(B SNMP Management - O X

System Language Tool Window Help

Management station

Vv Net Agent
test

test hello

< >

Current Device: 10.2.20.165

Chart Real time data Data log Set log Dev info

Battery
Capacity: %
Voltage:
Temperature: )
Current: A

Input Output

Line voltage: 236.5| v Voltage: 220.1 | v

Line max voltage: - v
. . ¢ Frequency: Hz
Line min voltage: v

Frequency: Hz Load: E] %

2021-02-26 18:05:38

(3) Data log: Users can choose to read the data records within the time range by
themselves. First select the start date and end date of the data record to be queried, and then
click the "Sure" button to query the data records within the selected date range. The software
supports exporting data records to various types of Excel files. Click the "Export" button to export
the currently read data records. Click the "Clear Logs" button to clear all data records of the

currently selected device.
(D IMP anageme — O

Management station

Vv Net Agent
test
test hello
v
< >
Current Device: 10.2.20.165 ( @ @ @
Chart Real time data Data log Set log Dev info / J \
@“‘ Clear logs | Start dste:“2021—02—26 <] End date: [20210226 || Sure Export
Date Battery capacity Battery voltage ittery temperatu Battery current npu ™
1 2021-02-26 1... 100 13.62 27.0 0.0
2 2021-02-26 1... 100 13.62 27.0 0.0
3 2021-02-26 1... 100 13.62 27.0 0.0
4 2021-02-26 1... 100 13.62 27.0 0.0
5 2021-02-26 1... 100 13.62 27.0 0.0
6 2021-02-26 1... 100 13.68 27.0 0.0
7 2021-02-26 1... 100 13.62 27.0 0.0 o
< >

2021-02-26 18:11:57

(4) Setlog: Record software settings record.
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(5) Devinfo: Display current device information connected to SNMP card.
® Model: Device model connected to SNMP card;

Name: Device name connected to SNMP card;

UPS firmware version: UPS connected to SNMP card;

Date of manufacture: Device’s date of manufacture;

Serial number: Device’s manufacture serial number;

Agent firmware version: Agent version number of SNMP card.

F.  Version Information

Click [Help]--[About], can view the software version information in the pop-up window,
including software name, version number, build date of the program, copyright attribution and
application introduction.

About X
o

SNEP Nanagement v1.0.3
Built on Feb 5 2021 10:40:24

The program is used for device
management and settings by SHMP.
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